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FDP Details
Subject: Cyber Security
Sch €me: Ministry of FHuman Resource Development, Govt. of India Initiative

Pandit Madan Mohan Malaviya National Mission on Teachers and Teaching
(PI\APM:MNMTT)

Organizeqg By: Marathwada Mitramandal’s Institute of Technology(MMIT), Lohgaon-411 047

Date: From o' Dec. 2019 to 14" Dec. 2019

The chief Zuest for the event: Mr. Amol Bagal (Project Manager for PMMM? H[II T)
Resource Person:

1. Mr. Aniket Badami (Trainer, Intelligent Quotient System Pvt. Ltd [IQSPL], Pune)
2. Mrs. Seema Dixit (Trainer, Intelligent Quotient System Pvt, Ltd [IQSPL], Pune)

3. Mrs. Pradnya Pophalikar (Trainer, Intelligent Quotient System Pvt. Ltd [IQSPL], Pune)

Total no. of participants: 32

Objectives of FDP

The objective of this FDP is to train faculty with practical skills so faculty members will trained their
Students to identified the issues, challenges of cyber security and provide the possible solution for the

same. Also sensitizin g cyber security to masses at large for strengthening cashless transactions,

Inauguration & felicitation:

The program was started with lamp lighting ceremony of goddess Saraswati by Mr. Amol Bagal (Project

Manager for PNH\/IMNMTT), Principal, all heads of dept and coordinator, The guest was felicitated by
Principal Sir.

Welcome Speech & Overview of FDP:

In the welcome speech, Mr. S. G. Rathod (Head, Dept. of Computer Engg.) shared scheduled of six days

of FDP. He made the participants aware of the importance of such technical FDP and awareness of cyber
security.



Day 1z

Resource Person: Mr. Aniket Badami

He has covered the following topics:

e Introduction to Cyber Security
e Basic Networking

e Basic GNU/Linux

-

Introduction to Kali Linux

In addition to that he has given the example of some real time website for calculating internet
users all over the world and different secure web search engine.

He has also explained the Security Vs Privacy and given the introduction of different tools.

At the end of day participants understands important networking concepts, working with linux
commands and installation process and also realize importance of security in cyber space
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Ay 2:
§Q80u rce Person: Mrs. Secema Dixit
e has covered the following topics:
e Introduction to Ethical hacking
o Information Gathering
e Scanning
She has explained the above topics with examples of websites and tools. Very effectively she has
Ronducted hands on session on various tools used for the information gathering and scanning purpose like

ois, OSINT, Nmap. Also she has explained the concept of WPA and MAC filter
At the end of day participants understands ethics of hacking, process, collecting information about

Session by Mrs Seema Dlx1t

Day 3:
Resource Person: Mrs. Pradnya Pophalikar
She has covered. the following topics:

e Vulnerability Assessment

e Exploitation & Post-Exploitation

e Client Side Attacks & Clearing Tracks

She has explained different kinds of attacks. She has highlights more points vulnerability

assessment like outdated OS, outdated antivirus, weak password protection, license copy software,

hardware , network. ..etc
At the end of day part1c1pants understands how to find Ioopholes attackmg vuh1erable servxces/os




hay 4z
Resource Person: Mrs. Seema Dixit
She has covered the following topics:
e Data Security
e Windows Security
e Malware Security
o Cyber Laws of India

She has explained CIA (Confidentiality, Integrity, Availability), difference between authorization

& authentication. She has conducted hands on session on window security specially folder security.

Participants has checked the integrity of data by using different tools like Rainbow table, MD5 Hash

Generator & Crackstation. Participants has calculated hash value of their password by using Recuva tools
She has explained the details of Malware ,Trojan & Cyber laws.

At the end of day participants understands how to implement encryption on their data using

cryptography technique, implementing browser based security for your safe internet experience and

familiar with the Indian cyber laws.

Session by Mrs. Seema Dixit

Day S:

Resource Person: Mrs. Pradnya Pophalikar

She has covered the following topics:

e Web Apps Basics

e Web Applications Assessment

Burp Suite Introduction
e SQL Injection

Cross-Site Scripting

She has explained different web applications & threats with example like QWASP Trust, inurl.
She has explained the advanced SQL injection tool like Havij. She had conducted the hands on session on

hijacking,
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At the erad of day participants understands the work of web applications, finding loopholes in web
based services or applications, exploiting sql. |

| Seésion by Mrs. Pradnya Pophalikar
h:ay 6=
Resource Person: M. Pradnya Pophalikar & Ms. Kajal Pampatwar
She has covered the following topics:

File Upload Exploit

Parameter Tampering

Browser Security
Mobile Securily

She has explained parameter tampering with example. Also she has explained that how security
Measure can be used in web browser and for mobile. )

At the end of day participants understands that how different security measures can be used while
hsing the any web browser and when handling the mobile.

After session, Ms. Kajal Pampatwar has conducted the online test based on 6 days EDP contents. Also she

has taken the online & offline feedback of the participants. Very good suggestion she has received from
the participants likes:

e Online test should be conducted at the end of each day

e Such workshop should be arranged for students also
e Such FDP should be conducted for more than 6 days
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Aegictory Function:

Yof g. A- Agrawal gave the vcite of thanks expressing the gratitude towards resource person for sparing

their valuable time from their busy schedule. He expressed special thanks to Prof. (Dr.) R.K.Kamat, Dr.
Iti’l\.rita s. Oza and Dr- Kabir G. Xharade from Shivaji Univerisity, Kolhapur for giving the opportunity to
Q“\range this FDP. e expresscd thanks to Management for supporting and to Principal for motivating to
Wrange the FDP.

-1\115 participants of the FDP wish to thank all resource person, and all the staff from MMIT for their
edjcation tO show all aspects OfF the process, making the FDP is a valuable learning experience

Program Outcomes

® Enriched knowledge of faculties about cyber security through interaction with experts

® TFaculties have benefited by this FDP and understood the basics of issues, challenges of
cyber security.

® Faculties have got the idea how to prevent from cyber crime

Enclosure

1. FDP Brochure

2. FDP Poster

3. FDP Schedule

4. List of Participants

5. Attendance of Participants
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